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Sample DPIA template

This template is an example of how you can record your DPIA process and outcome. It follows the
process set out in our DPIA guidance, and you should read it alongside that guidance and the
Criteria for an acceptable DPIA set out in European guidelines on DPIAs.

Start to fill out the template at the beginning of any major project involving the use of personal
data, or if you are making a significant change to an existing process. Integrate the final
outcomes back into your project plan.

Step 1: Identify the need for a DPIA

Explain broadly what the project aims to achieve and what type of processing it involves. You may find it helpful to
refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.

Reading Plus (DreamBox Reading), provided by Reading Solutions UK Ltd as the UK Reseller, is an
online reading development programme that engages pupils and makes it easy to evidence impact.

The school wish to use the software to improve reading speed and fluency, increase vocabulary and
accelerate reading comprehension. The software provides actionable reports for teachers alongside
ongoing support, training and pedagogic advice from Reading Solutions UK's Partner Plus Support
Team.

The details required to provide this service at the school/ teacher level are contact and financial
information such as name, address, telephone number and email. At the pupil level: their names and
associated year groups. For an added level of protection, pupils' names can be anonymised as pupils
1, 2,3, and so on if the schools keep an internal record.

A DPIA may be required as Reading Plus(DreamBox Reading) software publishers are US-based. The
software as a subscription Service Agreement incorporates standard contractual clauses and data
transfer agreements abiding by the ICO's guidance.

See https://www.readingsolutionsuk.co.uk/gdpr/ for more information.
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Step 2: Describe the processing

Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the
data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or another way of
describing data flows. What types of processing identified as likely high risk are involved?

We use a Secure File Transfer Platform called Egnyte to obtain your information, and data is also
encrypted when transferred out of the UK/EEA. Data is stored on GDPR secure AWS (Amazon Web
Services) Servers, our CRM system, which has UK servers and is held only for the length of the
contract.
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Describe the scope of the processing: what is the nature of the data, and does it include special category or
criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How
many individuals are affected? What geographical area does it cover?

Data we collect

Identity Data. For customer contacts, we collect the following; first name, surname, job role, title and employer’ s name.

Contact Data. We collect the following contact data: An email address for all customer contacts; this will be your professional email
address (if you do not have one, you can provide a personal email address).

School email address or the business manager’ s email address for payment details (if different from the school email).

School Telephone Number.

Personal Telephone Number (if provided).

School Postal Address

School Website address

Other data. We collect the following data to assess your needs when contacting us:

School enrollment Year Range/ Key Stage Range*

Lead Source

Ofsted Rating

Type of pupils you wish to target (SEN, EAL, FSM) *

*Optional. No special category data is used by default, although schools may wish to add EAL data to enable further review of the
impact on specific student groups. Data is collected on an as-and-when basis, such as when the school sends new data (new pupils,
new teachers). This data is kept for the length of the contract or upon request to delete it.
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Describe the context of the processing: what is the nature of your relationship with the individuals?

How much control will they have? Would they expect you to use their data in this way? Do they include
children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws?
Is it novel in any way? What is the current state of technology in this area? Are there any current issues of
public concern that you should factor in? Are you signed up to any approved code of conduct or certification
scheme (once any have been approved)?

Access to Reading Plus is restricted to teachers directly leading the classes and relevant curriculum
leaders with responsibility for implementation. Each staff member will have a personal login for
the® Educatorsite’ to monitor pupil usage and progress and identify gaps in knowledge.
Students are assigned a unique password and username linked to a unique site code for the school
to be distributed by the school. Further resources are provided to aid the process of filling those
gaps. It is recommended that staff log in to the Educator site while their pupils work on the system
so they can act in real time. Senior leaders can monitor the dates of the last login from staff.

Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals?
What are the benefits of the processing for you, and more broadly?

To provide access to the program.
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Step 3: Consultation process

Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views - or
justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to

ask your processors to assist? Do you plan to consult information security experts, or any other experts?

Step 4: Assess necessity and proportionality

Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does
the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you

prevent function creep? How will you ensure data quality and data minimisation? What information will you give in-
dividuals? How will you help to support their rights? What measures do you take to ensure processors comply? How

do you safeguard any international transfers?

All data is encrypted (TLS 1.2 and

AES 256 encryption) in transit and is Purpose/Activity Type of data Lawful basis for processing including basis of
legitimate interest
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l- d To administer and perform the contact with (&) Identity (a) Necessary fo comply with legal obligations such
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Agreement_Amended_zozl pdf and hosting of data) group restructuring exercise)
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(Schedule 4) ensuring your data is kept secure.
To send marketing communications fo (a) Identity Necessary for our legitimate interests (to promote
you and grow our business)
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Step 5: Identify and assess risks

Describe the source of risk and nature of Likelihood Severity Overall risk
potential impact on individuals. of harm of harm
Include associated compliance

and corporate risks as necessary.

Remote, possible Minimal, Low, medium or
or probable significant or high
severe
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Step 6: Identify measures to reduce risk

Identify additional measures you could take to reduce or eliminate risks identified as medium
or highrisk in step 5

Risk Options to reduce or Effect on risk Residual risk Measure
eliminate risk approved
Eliminated, Low, medium Yes/no
reduced or or high
accepted
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Step 7: Sign off and record outcomes

Item Name/date Notes

Integrate actions back into
Measures approved by: project plan, with date and
responsibility for completion

If accepting any residual high
Residual risks approved by: risk, consult the 1CO before
going ahead

DPO should advise on com-
DPO advice provided: pliance, step 6 measures and
whether processing can proceed

Summary of DPO advice:

If overruled, you must explain
DPO advice provided: your reasons

Comments:

Consultation responses If your decision departs from

individuals’ views, you must

reviewed by:

explain your reasons
Comments:
This DPIA will be kept under The DPO should also review
review by: ongoing compliance with DPIA
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